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Abstract—Watermarking is the process of hiding digital 

information in a carrier signal; the hidden information 

should, but does not need to contain a relation to the carrier 

signal. Here an attempt is made to embed the patient data in 

angiography image so that even after reconstructing the quality 

of image is sufficient for further processing. The most challenging 

task in analyzing images such as angiography, ultrasound etc are 

its low signal-to-noise ratio, so this work focuses on maintaining 

the SNR to acceptable level along with hiding confidential data of 

patients. The work achieves the required performance by 

exploiting Arnold transform along with wavelet transform. The 

final result is evaluated based on image quality measures such as 

signal-to-noise ratio (SNR) and mean square error (MSE). 

Keywords—Arnold Transform, Haar Wavelet transform, Security 

feature. 

 

I. INTRODUCTION 

It is important to secure the confidential information 

like patient data. Information hiding is necessary in such a 

circumstance.  The existence of important information in 

cover-object can be protected from illegal attacks. A cover 

image is an image file into which the secret information can be  

embedded. Steganography is a technique of hiding secret 

information in digital media using cover images. The word 

comes from the Greek word “steganos” meaning “covered” 

and “graphei” meaning “writing”. The hiding process should 

be such that the retrieved data as well as the cover image 

should be of good quality even after retrieval. Here proposes a 

hiding method for securing patient data in low SNR image like 

angiography [1]. 
There are many methods that are used in steganography. In 

[2], the mathematical relationship between the embeddable 
position and the PSNR in the DCT (discrete cosine transform) 
domain is analyzed. We consider DC coefficient to tradeoff 
robustness and invisibility. And a blind watermarking scheme 
is implemented through Quantization index modulation (QIM) 
technology. The proposed work in [3] does not alter the 
essential part which is the low frequency coefficient and the 
secret image is embedded into the high frequency coefficient 
and both the coefficients are obtained as the result of 
decomposition the wavelet transform. While [4] describes a 
generic steganalytic scheme that builds a feature database from 
statistical and Co-occurrence features extracted from DWT 
decomposition. Though the classifier needs to be checked with 

a very large database, results are promising to provide useful 
information to the Steganalyst. Method [5] proposed a 
watermarking algorithm to increase the security which employs 
the combination of Arnold Transform and discrete wavelet 
transform-discrete cosine transformation. Since the secret 
image is scrambled by the Arnold transform, the watermark is 
hard to be detected by the intruders because of its high 
randomness.  Arnold transform proposed here [6], has no size 
limitation and more security is guaranteed, when compared 
with other methods. It is robust against attacks like Gaussian 
white noise. A 3 level DWT based image watermarking 
technique is implemented here [7].  Alpha blending technique 
is used to extract the secret image. The recovered image and 
the watermark are analyzed up to the three levels of discrete 
wavelet transform and it is found that there is no alteration 
between the recovered image and original image and also 
watermarked image is retrieved without any much distortions. 
In this method, a multi-bit watermark is embedded into the low 
frequency sub-band of the cover image by using alpha blending 
technique. Secret image is embedded within the original image 
and it is retrieved, depending upon the scaling factor of alpha 
blending technique in the extraction stage. To improve the 
Arnold scrambling algorithm, we will improve the original 
Arnold scrambling algorithm, so that we can apply Arnold 
scrambling algorithm to non-square pixel digital image, it 
means the length and width of the image is not equal [8]. The 
discrete wavelet transform [9] has advantages on the basis of 
numerical analysis and functional analysis. It can overcome the 
disadvantages of fragile and semi fragile watermarking, 
thereby improving the security of secret image. Arnold 
transform is used here as an encryption method to effectively 
increase the security of the image. The method used here can 
be compared with the method mentioned in [2] in the terms of 
peak signal to noise ratio and mean square error values. 

 

 

A. Arnold Transform 

A preprocessing method called Arnold Transform is used 
prior to hiding data in the digital image which can convert an 
image into a completely meaningless image during 
transformation which is based on the iterations applied to the 
Arnold transform. Image scrambling technology depends on 
data hiding technology which provides non-password security 
algorithm for information hiding. Data hiding technology led to 
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a revolution in network information, because it brought a series 
of new combat algorithms, and a lot of countries pay a lot of 
attentions on this area. Network information warfare is an 
important part of information warfare, and its core idea is to 
use public network for confidential data transmission. The 
image after scrambling encryption algorithms is chaotic, so 
attacker cannot decipher it. Some improved digital 
watermarking technology can apply scrambling method to 
change the distribution of the error bit in the image to improve 
the robustness of digital watermarking technology. Arnold 
scrambling algorithm has the feature of simplicity and 
periodicity, so it is used widely in the digital watermarking 
technology[6] (Arnold transform is proposed by V. I. Arnold in 
the research of ergodic theory, it is also called cat mapping, and 
then it is applied to digital image). According to the periodicity 
of Arnold scrambling, the original image can be restored after 
several cycles. Because the periodicity of Arnold scrambling 
depends on the image size, it has to wait for a long time to 
restore an image. Generally, the cycle of Arnold transformation 
is not directly proportional to the image degree [8]. Image 
scrambling is used as a encryption method to improve the 
security of image. 

A. Discrete Wavelet Transform 

Discrete Wavelet Transform provides a multi-resolution 

analysis of real world images and signals. A 2-dimensional 

Haar-DWT includes two operations: one is horizontal 

operation and other is vertical operation.  

Step 1: first scan the pixels from left to right in horizontal 

direction and then perform the addition and subtraction 

operations on neighboring pixels. Store sum on left and 

difference on right. Repeat this until all the rows are 

processed. Sum represents the low frequency coefficient (L) 

and difference represents high frequency coefficient (H) of the 

original image.  

Step 2: Scan the pixels from top to bottom in vertical 

direction. Perform addition and subtraction on neighboring 

pixels, and store the sum on top and difference on bottom. 

Repeat this until all the columns are processed. Finally 4 sub- 

bands are obtained known as LL, LH, HL, and HH. LL sub- 

band is low frequency band (also known as approximation 

coefficient) and is almost similar to original image, as it is an 

approximation of original image. LL sub- band can be 

decomposed further to obtain higher level DWT. LH, HL, HH 

are the detailed vertical, horizontal, diagonal coefficients 

respectively [9]. 

 

II. PROPOSED METHOD 

 

In the proposed algorithm first perform Arnold 

transform of the secret image. Then we perform discrete 

wavelet transform (DWT) to this transformed image and 

embed this secret image into the cover image. This secret 

image is obtained from the watermarked image by taking 

inverse discrete wavelet transform (IDWT) of the image 

followed by applying inverse Arnold transform. 
 
Embedding algorithm: 

 

1. Read and display the secret image or data 

2. Apply Arnold transform to the secret image 

3. Read and display the X-ray image of size  512 X 512 

which is used as the cover image 

4. Apply dwt to the transformed image and it  is 

decomposed at 1
st
 level using haar wavelet transform 

into approximation, horizontal ,vertical  and diagonal 

details 

5. Embed the horizontal ,vertical  and diagonal details 

into the cover image  

 to get the watermarked image. 

6. Write the watermarked image to file. 

Extracting algorithm: 

 

1. Read and display the watermarked image. 

2. Extract  the horizontal ,vertical  and diagonal details 

from the cover image  

3. Apply idwt to the extracted images. 

4. Apply back Arnold transforming to the resultant 

image. 

5. The secret image or data is obtained after the inverse 

Arnold transforms. 

III. RESULTS AND DISCUSSION 

The angiography X-ray image of size 512 X 512 which is 

used as cover image is shown in the figure 1. The proposed 

method is evaluated using MATLAB. For performance 

evaluation, the visual quality of watermarked image is 

measured using the Peak Signal to Noise Ratio (dB) and MSE 

(mean square error) which is formulated as follows(equations 

(1) and (2) ): 

 

𝑃𝑆𝑁𝑅 = 10log(
2552

𝑀𝑆𝐸
)                                                      (1) 

 

𝑀𝑆𝐸 =   
 𝑜𝑖  𝑖 ,𝑗  −𝑤𝑖  𝑖 ,𝑗   

2

𝑋∗𝑌

𝑌−1
𝑗=0

𝑋−1
𝑖=0                                    (2) 

 

Where oi and wi denote the gray-level values between original 

and watermarked image respectively; X and Y are the number 

of rows and columns of the image, respectively. Higher PSNR 

means that there is better image quality. The PSNR value of 

watermarked image is 42.71 & MSE is 3.508 (given in the 

Table1), which indicates that there is very little alteration in 

the quality of the image, leading to a better quality image. The  

 

image under attacks like salt and pepper noise is also analyzed 

using the above parameters, given in the Table 1.  

The result is compared with the method which performs 

both discrete cosine transform of the image and Arnold 

transform whose psnr value of the watermarked image is 30.29 

and when under attacks like salt and pepper, the psnr value is 

30.19, which is comparatively less than that of the proposed 

method, which shows the improved performance. 

The proposed work uses Arnold transform to increase the 

security of the confidential patient data. Formerly when only 

DWT was used for the purpose. The cover image quality is 

maintained at acceptable level that is clearly observed from 

the PSNR values of the result. In this work even after 

incorporating Arnold transform in environments of attacks the 

PSNR value is maintained at the same acceptable level. 
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 The cover images before and after embedding the secret 

data are shown in the figures 2 and 3, which show that the 

image quality is retained before and after embedding the secret  

data which is already mathematically analyzed using mean 

square error and peak signal to noise ratio.  

 

 
Fig 1. Secret image used 

 

 
Fig 2. Cover image before embedding 

 

 
Fig 3. Cover image after embedding 

 

 

TABLE. 1 

 

Attacks 
Cover 

image 

MSE PSNR 

No attacks X ray image 3.508 42.713 

Salt and pepper 

noise 

X ray image 10.44 37.94 

 

IV. CONCLUSION 

This work deals with the techniques for steganography in 

discrete wavelet transform as associated to gray scale images 

and binary images. A new and secure steganography method 

for embedding secret image into cover image without 

producing any major change has been proposed. This is 

evident from the PSNR values obtained. Further works can be 

focused to reduce the limits of variation and increase the 

PSNR. 
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